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Exploring the right to monitor staff communications 
 
01/04/2016 
 

Public Law analysis: Alex Bearman, partner at Russell-Cooke, explores the recent decision in Barbulescu v Romania and 
suggests there is a general inclination to award employers some leeway on privacy issues. 
 

Original news 

Barbulescu v Romania (App no 61496/08) [2016] IRLR 235 

 

Can you offer a brief summary of this case? 

The European Court of Human Rights (ECtHR) had the opportunity to consider, in some detail, privacy issues arising from 
workplace monitoring of electronic communications. In Barbulescu, the applicant sought to argue that the Romanian 
government had failed properly to protect his right to privacy under article 8 of the European Convention on Human Rights 
(ECHR) after he was dismissed on the basis of evidence obtained by his employer showing that he had used his work 
related Yahoo Messenger account for personal purposes. After his attempts to challenge his dismissal failed in the 
domestic courts, he brought his claim to the ECtHR which also failed. 

 

What are the privacy rights enshrined in ECHR, art 8 and what are the limitations on the 
protection it provides? 

ECHR, art 8 states that everyone has the right to respect for their private and family life, their home and their 
correspondence. Previous cases have established that this protection can extend to internet usage, and telephone and 
email communications at work in circumstances where it can be shown that the employee had a ‘reasonable expectation 
of privacy’. In Barbulescu, unsurprisingly, the ECtHR had no difficulty in extending this to instant messages given their 
similarity with emails. 

ECHR, art 8 also provides a fetter on this right to privacy in circumstances where the interference is lawful and necessary: 

‘...in the interests of national security, public safety or the economic wellbeing of the country, for the prevention of disorder 
or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others...’ 

 

How was Mr Barbulescu’s employer able to justify monitoring his communications? 

Mr Barbulescu was told by his employer that his Yahoo Messenger communications had been monitored for a period of 
just over one week and that this showed that he had been using the account for personal purposes—contrary to the 
company’s strict prohibition on personal use of its communications systems. When he claimed that he had only used the 
account for professional purposes, he was presented with a 45-page transcript of his communications that included a 
significant number of personal messages exchanged with his fiancée and his brother. 

The ECtHR took a broad-brush approach and considered whether the domestic authorities had struck a fair balance 
between Mr Barbulescu’s right to respect for his private life and his employer’s interests. In finding that such a fair balance 
had been struck, the ECtHR took into account a number of factors, including: 

 employees had received a notice warning them that their communications were under surveillance (in connection 
with another employee having recently been dismissed for using the systems for personal purposes)—although 
Mr Barbulescu denied having received the notice 

 the fact that Mr Barbulescu had initially denied that he had engaged in any communications of a personal nature 
which made it necessary for the content of messages to be reviewed 

 a ban on personal use of the company’s systems was explicitly set out in internal rules and regulations, and 
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 it was not unreasonable for an employer to want to verify that its employees are completing their professional 
tasks during working hours 

 

Does the decision in this case mean that monitoring communications is now less risky for 
employers? 

A number of press articles have suggested the ECtHR’s judgment creates a ‘snoopers’ charter’ and that employers now 
have free reign to spy on staff. However, the case was decided following well-established principles of EU law and 
arguably it has not extended the existing bases on which employers are able to justify monitoring of staff communications. 
That said, there were some facts in Barbulescu, highlighted by a strongly worded dissenting judgment contained within 
the decision, which perhaps suggest an inclination to give employers a fair amount of leeway when deciding whether the 
right balance has been struck. These included that: 

 Mr Barbulescu had been asked to set up the Yahoo Messenger account by his employer and had been instructed 
to choose his own password, perhaps indicating a greater expectation of privacy 

 some of the messages accessed were of a particularly sensitive nature and included references to sexual health 
problems affecting Mr Barbulescu and his fiancée—although clearly this could not have been known by his 
employer prior to the messages being accessed 

 the content of these messages had somehow become widely known to Mr Barbulescu’s colleagues and had been 
discussed by them, and 

 among the lengthy transcript which Mr Barbulescu had been presented with by his employer were a number of 
messages which he had exchanged with his fiancée using a separate personal Yahoo Messenger account 

  

What other rights and obligations are relevant to monitoring activities in the workplace? 

Another factor that seems to have persuaded the ECtHR to reject Mr Barbulescu’s claim was that there exists other 
protection under domestic law in Romania including criminal law relating to the interception of communications and the 
right to bring a claim under data protections laws. 

In the UK, employers engaging in monitoring of communications need to be aware of their obligations under the Data 
Protection Act 1998 as these activities will necessarily involve the processing of personal data. Guidance on monitoring 
activities has been published by the Information Commissioner in the form of the Employment Practices Code. This talks 
about the need to 

 carry out an impact assessment before monitoring is carried out 

 warn staff in clear terms that monitoring is to take place, and 

 ensure that data obtained through monitoring is kept secure 

There is also the potential for criminal action to be brought against employers engaged in monitoring pursuant to the 
Regulation of Investigatory Powers Act 2000 (RIPA 2000). In broad terms, it is likely to be a criminal offence under RIPA 
2000 for an employer to monitor staff communications unless employees have been warned that monitoring may take 
place and it is done for a purpose permitted by the Telecommunications (Lawful Business Practice) (Interception of 
Communications) Regulations 2000, SI 2000/2699. Such purposes include ascertaining compliance with relevant 
regulatory practices and investigating unauthorised use of telecommunications systems and whether appropriate 
standards are being adhered to. 

 

What are the essential elements of an electronic communications policy with regard to 
monitoring? 

A well-drafted electronic communications policy will be crucial in the defence of an allegation of unlawful monitoring, 
whether pursuant to human rights law, data protections rules or RIPA 2000. 
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Such a policy should state whether personal use of the employer’s systems is permitted and, if so, to what extent and at 
what times. On the subject of monitoring, the policy should: 

 contain a clear warning that monitoring might be undertaken 

 specify the purposes for which communications might be monitored 

 state which forms of communication might be monitored, and 

 set out what type of monitoring could be undertaken (eg if the content of emails might be monitored as opposed to 
just the identity of sender and recipients, staff should be told) 

It is essential that the policy is given or made available to staff at the start of employment. It would also be advisable to 
have in place a system which requires employees to acknowledge that the policy has been read. 

Interviewed by Ioan Marc Jones. 

The views expressed by our Legal Analysis interviewees are not necessarily those of the proprietor
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